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Data Protection Policy

1. Purpose

This Data Protection Policy outlines the principles and procedures for collecting, processing, storing,
and protecting personal data to ensure compliance with applicable data protection laws and
regulations.

2. Scope

This policy applies to all employees, contractors, and third parties who handle personal data on
behalf of the organisation. It covers all personal data processed in any form, including electronic,
paper, and verbal records.

3. Definitions

e Personal Data: Any information relating to an identified or identifiable individual.

e Processing: Any operation performed on personal data, such as collection, storage, use,
disclosure, or deletion.

e Data Subject: The individual whose personal data is being processed.

e Data Controller: The entity that determines the purposes and means of processing personal
data.

e Data Processor: The entity that processes personal data on behalf of the data controller.

4. Data Protection Principles

All personal data must be:

Processed lawfully, fairly, and transparently.

Collected for specified, explicit, and legitimate purposes.

Adequate, relevant, and limited to what is necessatry.

Accurate and kept up to date.

Retained only for as long as necessary.

Processed securely to prevent unauthorized access, loss, or damage.
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5. Lawful Basis for Processing

Personal data shall only be processed when at least one of the following conditions applies:

e The data subject has given consent.



Processing is necessary for the performance of a contract.
Processing is required by law.

Processing protects vital interests.

Processing is necessary for legitimate business interests.

6. Data Subject Rights

Data subjects have the right to:

e Access their personal data.

e Request correction of inaccurate data.

e Request deletion of their data (“right to be forgotten”).
e Restrict or object to processing.

e Data portability.

e \Withdraw consent at any time.

7. Data Security

Appropriate technical and organizational measures must be implemented to protect personal data,
including:

e Encryption and password protection.

e Access controls and authentication.

e Regular security audits and risk assessments.

e Secure disposal of data when no longer required.

8. Data Breach Management

Any suspected or actual data breach must be reported immediately to the Data Protection Officer
(DPO). The DPO will assess the breach, mitigate risks, and notify relevant authorities and affected
individuals as required by law.

9. Data Retention

Personal data shall be retained only for as long as necessary to fulfill the purpose for which it was
collected or as required by law. After this period, data will be securely deleted or anonymised.

10. Third-Party Processing

When personal data is shared with third parties, appropriate data processing agreements must be in
place to ensure compliance with data protection standards.

11. Training and Awareness

The Data protection officer must receive regular training on data protection principles, security
practices, and their responsibilities under this policy.



12. Policy Review

This policy will be reviewed annually or whenever significant changes occur in data protection laws or
organizational practices.
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